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Introduction

The aim of TRE is to support applications where encrypted confidential data
must not be decrypted by anyone, including the designated recipient(s), until
a predetermined future time-instant.

Possible applications
Electronic voting, which requires delayed opening of votes.

Sealed-bid auctions, where bids must stay sealed until the bidding period is
over.

Internet — based contests, where participating teams must not access the
challenge problem before the contest starts.

Online games, e-lotteries and card games, where a player should be able
to verify that the game is run honestly by the “house”.



- TRE approaches

1. CPU-based (Time-Lock Puzzles)
- depend on the hardware characteristics

* cannot guarantee precise timing of
information release

- impractical for many real-life settings

2. Agent-based (using Time-Servers)
- 3" party based
* provide absolute timing

Publishes trapdoors at
specified future time-instants
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Example TRE Protocol ( dified version of

lake and Chan ’04], also in
[Cathalo et al. ’05]

Setup:

On input a security parameter security parameter  kgenerate
parameters (G,,G,, e, phere e: G, x G, —i&a pairing on
groups of prime order p

Select two hash functions 7, : {O, 1}* G G > {O, 1}\7\/,her0
is the lengthu of plaintext

Choose an arbitrary generator P € G
Set Time-server’s (TS) key-pair <S<R—Z’;,S = sP> o)
The ciphertext space is C =G, x {O, 1}”,”the plaintext space is
— {0,1}” , the public parameters are:
params = {ko,p,Gl,GZ,P,S,e,hi,hz,n,T,M,C}



T

TS-Release: Given ¢ e {0,1}7, the server computes 7" = h,(¢) and
discloses a trapdoor W = s7 e G,

User Keygen: on input params return user’s key-pair <a<R—Z’;,A = aP>
Encryption: ( Given 4,5, send m €{0,1}" to be decrypted at ¢ € {0,1})
select r«—7Z,
compute T = hy(t)
compute ¢, =rA =raP

compute key k =e(S,T) =e(P,T)" Sl
compute ¢, =m®k }/

Decryption: Given S,C,a,W
compute 7' = h, (1) .
check server’s trapdoor: e(S,T) =e(P,W) @
compute key as k =e(c,,W)" =e(raP,sT)"* =e(P,T)" ®
retrieve message: m=c, @k
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Desirable Properties:
Confidentiality of release time Multi - time-server support

Pre-open capability Multi - receiver support
Easy construction of “old” trapdoors

Open Tasks:

Design a “mixed” protocol that combines all of the desirable properties, improve
In efficiency 1. use BB short signatures instead of BLS, 2. use simple public
key format VS. [BC04, CLQO5] Pub, :(aP,aS)

Design protocols for specific applications (e.g., sealed-bid auctions).
Implementation (protocols / time-servers).

There are problems on proposed IB-TRE schemes (e.g., in order to
improve in speed, [BC04] assume that the time-servers and TA's are the
same entities).

What about a Certificate-less TRE scheme?

All of the modern TRE schemes are one-pass protocols! Why?? FS, UKS, KCI
threats.
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